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Review of cloud migration strategies and providers – an
IaaS migration strategy
Florinda Imeri1, Agon Memeti1
University of Tetova, Macedonia
{florinda.imeri, agon.memeti}@unite.edu.mk

Abstract. Companies are addressing the Cloud Computing issue more actively recently, as a part
of a move towards a more agile and flexible IT infrastructure since benefitting from an IT
infrastructure that is flexible, scalable, high-performance and up-to-date is no longer a luxury or
the exception to a rule. The issue they address is “Which is the best strategy?” Of course, this is
not a simple issue given that the cloud can impact an organization’s application picture across
several dimensions. When an organizations made the decision to consider cloud services for its
application or infrastructure deployment, it’s important to understand the fundamental
differences between the core categories of cloud services available since IT leaders and enterprise
architects should prepare an overarching cloud strategy. The cloud is a very broad concept
covering different types of online services, but when referring to cloud procurement, usually there
are three models to be taken into the consideration, such as Software as a Service (SaaS), Platform
as a Service (PaaS), and Infrastructure as a Service (IaaS). Another thing that needs to be
addressed is choosing the provider of the cloud platform as service. To do that the organization
needs to anticipate the storage, apps they use, performances they need, price, flexibility, etc.
Through this review study research we’re going to present shortly SaaS and PaaS as cloud service
models and will describe in more details a possible migration IaaS strategy.
Keywords: cloud strategies, Iaas, Saas., PaaS., migration., cloud providers.

Introduction
Cloud computing is becoming a mainstream part of the IT world, with great impacts for many
businesses. Cloud is part of everyday life within many organizations, with a numerous offerings
even though there are still many companies that have not yet entrusted much of their corporate
IT to Cloud services, for different reasons such as privacy issues, technological concerns in terms
of not being able to map existing applications and services effectively to a Cloud environment,
and the fear that the construction and operation of a Cloud environment will be too complex.
What is Cloud computing? It is a model for enabling convenient, on demand network access to a
shared pool of configurable computing resources (e.g. networks, servers, storage, applications
and services) that can be rapidly provisioned and released with minimalmanagement effort or
service provider interaction [1]. When an organizations made the decision to consider cloud
services for its application or infrastructure deployment, it’s important to understand the
fundamental differences between the core categories of cloud services available since IT leaders
and enterprise architects should prepare an overarching cloud strategy. The cloud is a very broad
concept covering different types of online services, but when referring to cloud procurement,
usually there are three cloud service models/migration strategies to be taken into the consideration,
such as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service
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(IaaS). Along with describing platform services for cloud migration and the providers, as a case
study we will present a migration strategy on infrastructure level – IaaS [2]

Fig.1. Cloud Platforms

Cloud Service Models
Cloud service models provides a level of abstraction that reduces the efforts required by the
service consumer to build and deploy systems. When considering to switching the business to the
cloud, whether it be for application or infrastructure deployment, it is very important to
understand the differences and advantages of the various cloud service [3].
➢ SaaS (Software as Service) is a complete application delivered as a service to the
service consumer. The service consumer has only to configure some applicationspecific parameters and manage users. The service provider handles the infrastructure,
the application logic, deployments, and everything pertaining to the delivery of the
product or service. Some very common SaaS applications are customer relationship
management (CRM), enterprise resource planning (ERP), payroll, accounting, and
other common business software. SaaS solutions are extremely common for non-corecompetency functionality.
➢ PaaS (Platform as a Service) platform on cloud can be defined as a computing platform
that allows the creation of web applications quickly and easily and without the
complexity of buying and maintaining the software and infrastructure underneath it.
PaaS is analogous to SaaS except that, rather than being software delivered over the
web, it is a platform for the creation of software, delivered over the web. PaaS vendors
provide everything necessary to rapidly create, test and deliver new online applications.
Such applications may be made available privately.
➢ IaaS (Infrastructure as a Service) IaaS is the whole infrastructure in cloud, including
hardware and software on cloud. The apps that will be built on that software will run
using cloud hardware. The IaaS is the basis or fundamental of Cloud computing,
Infrastructure as a Service (IaaS) is a way of delivering Cloud Computing infrastructure
– servers, storage, network and operating systems – as an on-demand service. Rather
than purchasing servers, software, datacenter space or network equipment, they are
provided by service provider.

Migration Strategy for IaaS

The idea behind IaaS strategy is to move the entire physical server infrastructure off-site to a
secure data center that is managed by the service provider. To get the IaaS implementation, the
strategy must be built by defining what will be migrated because moving infrastructure to cloud
is a complex process. To conceptually describe the IaaS migration strategy, the 4- step workflow
diagram below will be used, Fig.2
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Fig. 2 Migration Strategy
To give a clearer view of the migration strategy, it is divided in two phases: 1. Definition of prerequests for IaaS and 2. Performing IaaS migration

Definition of pre-request for IaaS
The migration to IaaS means that cloud consumers will directly use IT infrastructure (processing,
storage, networks, and other fundamental computing resources) provided by the IaaS cloud.
Virtualization is extensively used in IaaS cloud to integrate/decompose physical resources in an
ad-hoc manner to meet growing or shrinking resource demand from cloud consumers. The basic
strategy of virtualization is to set up independent virtual machines (VM) that are isolated from
both the underlying hardware and other VMs. This strategy is different from the multi-tenancy
model, which aims to transform the application software architecture so that multiple instances
(multiple cloud consumers) can run on a single application (i.e. the same logic machine). An
example of IaaS is Amazon's EC2. However, moving the infrastructure to cloud requires analysis
of some factors [6], such as:
- Skills. The migration process requires preparation of virtual machine images and their
deployment to a cloud service may involve new skills for the organization, thus this
must be considered in the plan.
- Security. The cloud service’s security features may be very different from those of the
in-house environment, thus the security risks and the measures applied to mitigate them
must be assessed carefully.
- Integration. Integration with other applications and services within the customer
organization, which may be bidirectional, may involve configuration changes, new
authentication methods, and other technical changes which can impact the
performances of the application or its dependent systems.
- Monitoring and Management. Since the apps that run in the cloud should be monitored
and managed, then it should be checked whether tools provided by the supplier are
good or new tools should be created
- Scalability. Since scalability is a common advantage of cloud services, applications
must be structured appropriately to take advantage of scalable cloud resources, and this
may require changes to the application code. The challenge of reprogramming an
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application to use multiple processors or multiple machines in parallel can be
significant.
Availability and Backup. In-house designs to support the availability of the
application may need significant adaptation to deal with the cloud service environment.
Backup processes for the application may need to be adapted to the environment of the
cloud service.

Performing IaaS migration strategy
We will describe this phase by expanding the fig.2 as shown in fig.3

Problem analysis
Not all workloads are suitable for IaaS thus it should be analyzed what should be migrated by
considering the cost, time, impact, etc. Generally, given the normal scale, an incremental
approach is taken. To make it easier it is wise to analyze the experience of companies that has
performed IaaS migration.
The analysis phase should include [7]:
- Migration goals: represent the main rationalization behind the cloud migration,
emphasizing business value of the migration in terms of primary benefits.
- Business process: amendment to adapt to cloud-based infrastructure.
- Policies: amendments of existing business and security policies due to new
dependencies with the cloud provider.
- Organizational strength and knowledge gap: before moving into the cloud it is
necessary to identify the key organizational strengths and knowledge gaps. Roles
involved in the migration should be clearly identified sand employees should have
adequate skills to execute the adoption actions for both applications and data.
- Application & data: in order to determine what should be migrated the applications
and data must be analyzed by using criteria’s such as number of integration points,
external systems, HW devices, application complexity and the data size.
- Migration and operational cost saving: it calculates the providers’ cost model,
software and hardware operation cost by comparing the cost with the in-house local
data center.
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Fig 3. Migration Phases

Migration planning
After analysis, the next important step is planning. It means that you should create the pain/gain
flow chart -gains versus costs (when possible using best-practices). The planning phase involves
the determination of the required capabilities for the migration in terms of technology, skills and
tools. This involves assessing the capabilities of IaaS providers i.e. tools available, the need to
bring in contract partners, building a migration project team by bringing together provider and
customer, defining milestones, metrics, and role distribution for the project team [6]. It includes
the risk analysis by understanding the risks associated with the cloud migration so that
appropriate control measures could be taken. As a very important point of a successful migration
strategy, risks management should involve [6]:

-

Cost/ Revenue: uncertainty in cloud utility billing model due to resources used by the
provider, over-provision and under-provision of applications and inaccurate usage
estimation.
Employee skill & roles: evaluate employees experience with cloud technology and the
roles for the adaption and maintenance with migrated entities.
CSP (Cloud Service Provider) Support: whether CSP support the relevant regulation
and specific industry standards.
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Application Data Adaption Actions: analyze unclear adaption actions such as
business logic algorithms and incompatible data format for the application and data.
Data Confidentiality: Leakage of user data for any unintended usage.
Isolation & Deletion: Isolation failure allows malicious to obtain control over other
storage area and incomplete disposal of data.
Identify & Access Management: Poor identity access management pose for
unauthorized access to the legitimate user resources.
Services interruption: Unavailability of cloud services pose interruption of critical
business services and slower performance than expected.
Transparency & Accountability: User critical as-set is stored in an environment
which is out of user control. Inadequate monitoring and auditing of user critical asset
pose any potential risk and lack of user trust to the CSP.
Loss of governance: Loss of control over collecting, processing, sharing, and storing
of data is a key concern for cloud adaption.
Recovery: Provide recovery from any kind of unintended disaster of system.
Security report: Send security report from CSP to costumer

Migration Requirements
This phase focuses on the business architecture and defines the functionality scope for the cloud
architecture. Testing and monitoring are aspects that need to be addressed at this stage. The
architecture concerns here are network, directory structures, the messaging topology and the
application topology based on the identified business functions. Generally, the client's
development methodology and processes as well the operations processes need to be adapted.

Execution plan
This phase includes decision making in terms how the IaaS migration will be integrated. The
technical work includes the following: mapping definition and a pre-testing step before the new
system is put into production. Despite some technical elements, the processes based on
experience (past projects and general best-practice) are considered for migration projects.
Production involves backup and documentation. Failover and other failure management need to
be considered here as part of the migration of a production system. There are four common
delivery options to IaaS cloud migration [5],
- Public clouds or Cloud hosting. This computing model carries many inherent
advantages in terms of cost and flexibility, but it also has some drawback in the areas
of governance and security. This model has gradually assumed the name of public
cloud to differentiate it from the other cloud models described below.
- Private clouds or Private Hosting. Many enterprises have looked at ways that they
can leverage at least some of the benefits of cloud computing while minimizing the
drawbacks by making use of only some aspects of cloud computing. These efforts have
led to a restricted model of cloud computing that is often designated as private cloud.
The term private cloud is disputed in some circles. Many argue that anything less than
a full cloud model is not cloud computing at all, but rather a simple extension of the
current enterprise data center.
- Community clouds or Dedicated Hosting. In addition to horizontal applications and
platforms that can be used by consumers, professionals and businesses across all
industries, there are also some cloud services that only target a restricted community
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of participants. For example, there is increasing talk about vertical solutions that
address the needs of companies operating in specific sectors, such as transportation,
hospitality or health-care. One area where there has been significant progress is the
development of a government cloud.
Hybrid clouds or Hybrid hosting. The categorization of cloud providers in the
previous section into private, partner and public is a great simplification. Not only is
there no clear boundary between the three delivery models but it is very likely that
customers will not confine themselves to any given approach. Instead you can expect
to see a wide variety of hybrid constellations.

Conclusion

Migrating the infrastructure to cloud is a complex process and should be planned carefully to
make it successfully accomplished. The starting point about migration should be “what is
migrated”, and “how this migration will be performed”. The four phase IaaS migration Strategy,
as described in Fig. 4 gives a successful roadmap to move the infrastructure to cloud. The first
three stages are a standard map of a project whereas regarding the type of provider is to be used,
final stage of the strategy, depends on requirements of the organization or company. Some prefer
public hosting due to the cost factor, but a very important point to be considered is the
privacy/security factor. Since the reason to migrating to IaaS cloud is to reduce cost, and increase
flexibility, we suggest that maybe Hybrid Hosting may be a good option. This is suggested after
analyzing the fact that data can be divided in two groups: sensitive and non-sensitive data. Hybrid
hosting enables sensitive data to migrate to physical servers (with properties of private cloud),
whereas non-sensitive data can migrate to virtual server (with properties as public cloud). This
solution is a kind of compromise as it won’t impact neither cost nor privacy/security.
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